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Introduction, Background and Context:
Unlike 20th century warfare between large state actors involving nuclear weapons, the 21st century saw the rise of asymmetrical warfare and conflict with non-state actors. Since non-state actors do not possess the resources or funding that entire regimes have, they are very attracted to the idea of cyber and biological warfare. Cyber warfare is very accessible to anyone with access to the public online domain and it ranges from social media access to large scale “hackings” of information from classified servers. Concurrently, according to a 1969 United Nations study, the cost of causing one civilian casualty per square kilometer was $800 with nuclear weapons, $600 with chemical weapons, and only $1 with biological weapons[footnoteRef:1]. Because of the approaching correlation between world population growth, disease and health concerns and cyber initiatives, examining this phenomenon from a national security lens is beneficial for the future of citizen’s genetic information. [1:  United Nations Secretary General’s Office, Chemical and Bacteriological (Biological) Weapons and the Effects of Their Possible Use (Geneva: United Nations, 1969), 40.
Wang Houqing and Xingye Zhang, eds., Science of Campaigns (Beijing: National Defense University Press, 2000).] 

      In the globalized and inter connected society that we currently live in, the biological and cyber ‘convergence’ is very appealing to educators and scientists worldwide, with many economic incentives attached to it. Craig Venter is a prime example, a biotechnologist that raced to sequence the first genome and now owns Celera Genomics, competing with the National Institute of Health’s Human Genome Project. His scientific endeavors led him to success, but these methods could potentially be developed (if not already) in other countries for ulterior motives. 
When both a public and private market exist for genome sequencing, securitization becomes less centralized and unpredictable. With the market growing rapidly and genome sequencing reducing in price, information is at a higher risk of being stolen, manipulated and sold to bidders who keep their intentions secretive. For example, terrorist organizations would be willing to pay for a deferred scientist to work for them at a high enough price and guaranteed immunity. Another vulnerability is the misuse of available electronic data and knowledge regarding the production of antibiotics, vaccines and of many weapons, including specific instructions on how to build them. 
Current US Policy on Biological Cyber Warfare:
The 2018 National Biodefense Strategy touches upon incrementing Biological Cyber Security by:

Section 2.4.1 National Biodefense Strategy.
“Maintaining and continuously improving biosafety, biosecurity, and oversight programs and practices for laboratories and other facilities, and for the end-to-end management of samples and specimens (e.g., collection, transport, inactivation, disposal, and waste management). Promote appropriate national and facility-specific biosafety, biosecurity (including cybersecurity), and oversight programs, policies, practices, and legislation in partner nations while facilitating legitimate research and innovation. Coordinate and conduct basic and applied biosafety and biosecurity research to provide an evidence base for improving safety and security practices. Encourage facilities working with biohazards to engage in pre-incident response planning, training, and exercises, including with local responders, to minimize impacts from accidental releases.” [footnoteRef:2] [2:  Trump, Donald. “National Biodefense Strategy.” National Biodefense Strategy, September 8, 2018, 14–15. https://www.whitehouse.gov/wp-content/uploads/2018/09/National-Biodefense-Strategy.pdf.
] 


The above excerpt from the 2018 National Biodefense Strategy expresses concern and acknowledgement from the US Government to secure biological cyber facilities and programs all over the country. Although it only comprised a small part of the grand strategy, the fact that The United States is acknowledging the correlation between cyber and biological policy is a step in the right direction to mitigating threats and increasing security in the field. However, it has not been developed to include the creation of facilities, more resources or specific funding. It also does not address the idea of working in tandem with other allied western governments, which portrays the issue as something local and not a strong determinant of national security threats. 

Summary of Policy Recommendation:
	To continue forward in advancing in the field of biological technology and genome sequencing, the United States need not reinvent the wheel, but use its capacities and capabilities in a joint effort to educate military officials, legislators, private companies and the general public. This includes using the National Center for Medical Intelligence and creating jobs within the center that not only provide foreign intelligence, but look towards developing counterintelligence as well.[footnoteRef:3] [3:  Moore, Melinda, Eric Landree, Alison K. Hottes, and Shoshana R. Shelton, Environmental Biodetection and Human Biosurveillance Research and Development for National Security: Priorities for the Department of Homeland Security Science and Technology Directorate. Homeland Security Operational Analysis Center operated by the RAND Corporation, 2018. https://www.rand.org/pubs/research_reports/RR2398.html. Also available in print form.
] 

Under the DIA’s command exists the National Center for Medical Intelligence. This center, under the purview of the Department of Defense states that its policy is a “unified Defense community for medical intelligence activities executed in a coordinated and coherent manner to effectively respond to U.S. intelligence priorities in support of national security objectives, and in accordance with all applicable laws, Presidential directives, DoD issuances, and Director of National Intelligence”. However, upon further open source research, the documents dating back to the creation of the NCMI are archaic and lack updating. There is no specific sector reserved for analysis and operations regarding the misuse of genetic technology. One of the most important steps to take in being the first nation to protect our genome sequencing technology is by investing in research and development. This comes in the form of creating jobs and assigning command positions such as: 
· Biotechnology Intelligence Analyst; tasked with monitoring and looking for patterns of engagement between state and non-state actors with genome sequencing companies.
· Biotechnology Counterintelligence Analyst; tasked with aiding private and public research laboratories in keeping their information safe and reducing threats nationally. 
The creation of these analyst jobs incentivizes research and development in the field. It would be prudent to withhold from creating positions such as “operations officers” and ‘special agents” because there have been no known offensive actions to have taken place using this kind of technology. As of right now it would be the priority of the United States to work on developing the infrastructure, funding and jobs for the biological cyber technology field. This is why the National Center for Medical Intelligence is the perfect way to start. 
Policy Alternatives:
· Creating task forces between agencies like the National Security Agency and Defense Intelligence Agency to combine military intelligence and signals intelligence to create a defense system for the National Health Institute’s Human Genome Project, the largest genome sequencing project in the world. 
· Working within the military industrial complex to partner with contractors in the technology and biological research field in order to consult and inform them of ways to protect valuable genomic information of its clients. 
· Partnering with other allied countries that we share intelligence consortium with (UK, Australia; part of the FIVEYE) to combat and mitigate threats from countries that have been developing genome sequencing programs and have a history of taking offensive action against American technology. 
Final Conclusions:

	Current United States foreign policy underestimates how large, cost effective and easy it is for Biological Cyber threats to occur. As of right now, policy makers are in a period of assigning formal legislation to cybercrimes, and cyber warfare is still a topic of high contention. It is understandable that research and development in the field takes years if not decades, but this is why preventative measures need to be taken this coming fiscal year. A step in the right direction is to begin educating and promoting jobs in the field for intelligence agency professionals and members of the military. Whether its hacking financial records to genetic information, the only way to move forward is to adapt to the next wave of warfare. 
	While Biological Warfare may be illegal in most countries, there is no doubt that both state and non-state actors could use the large ambiguity that exists in the world of cyber-attacks and cyber warfare to launch attacks and face no repercussions from the international community. This is why as one of the leading nations in the world, the United States needs to stay ahead of the curve in the field of securing genomic technology within our nation and abroad. [footnoteRef:4]	  [4:  Simone Dossi. 2018. Confronting China’s Cyberwarfare Capabilities: A “Weapon of the Weak” or a Force Multiplier? US Foreign Policy in a Challenging World, pages 357-377.
] 
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